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Abstract. The advent of quantum computing poses a significant threat
to classical cryptographic systems, necessitating the development of quan-
tum-resistant solutions. Post-Quantum Cryptography (PQC) and Quan-
tum Key Distribution (QKD) have emerged as complementary approaches
to achieving quantum-safe communications. This paper explores the in-
tegration of PQC and QKD technologies, emphasising their potential
applications, practical implementation frameworks, and the challenges
associated with their deployment. We have also analysed key use cases
that are compatible with our existing network equipment, such as the
Centauris encryptors, Juniper devices, and Cisco routers. Through an ex-
amination of the use cases and experimental findings, this work provides
valuable insights into building scalable, robust, and quantum-resistant
infrastructures for long-term data security.
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cryptography, quantum cryptography.

1 Introduction

The rapid advancement of quantum computing poses a significant threat to cur-
rent cryptographic systems, which are heavily reliant on classical algorithms that
are vulnerable to quantum attacks. To address this, two primary technologies
have emerged: Post-Quantum Cryptography (PQC) and Quantum Key Distri-
bution (QKD). While PQC aims to replace traditional cryptographic algorithms
with quantum-resistant alternatives, QKD enables secure key exchange through
quantum mechanics, offering theoretically unbreakable encryption when com-
bined with one-time-pad encryption. However, both methods have distinct limi-
tations. The resilience of PQC against future quantum computing developments



remains uncertain, as there are currently no definitive security proofs confirming
its complete resistance to all quantum attacks [1]. Conversely, QKD, although
promising, faces practical limitations due to hardware requirements and infras-
tructure dependencies, which increase the costs and complexities of deployment.

”It is important to clarify that the choice between QKD and PQC is not
binary. The integration of QKD with PQC can offer a hybrid solution that
is based on the strengths of both technologies” [1]. It has sparked interest in
a hybrid approach that combines PQC and QKD. Notably, PQC can provide
essential authentication for QKD processes, safeguarding against potential man-
in-the-middle attacks, which is crucial in maintaining the integrity of QKD’s key
exchange mechanism. By combining QKD with PQC-based authentication, it be-
comes possible to achieve a balance between short-term and long-term security:
PQC can secure immediate authentication, while QKD enables the generation of
long-term secure keys [2]. This integration ensures that even if PQC were com-
promised in the future, previous authentication and QKD-generated keys would
remain unaffected, adding a layer of resilience to cryptographic infrastructure.

Ultimately, the integration of PQC and QKD can adapt to diverse security
needs, creating a robust and flexible framework for quantum-safe communica-
tions. Although this approach requires investment in both advanced algorithms
and QKD-compatible hardware, the combined security benefits make it a promis-
ing solution for environments where information integrity and confidentiality are
of paramount importance.

We start with an overview of post-quantum cryptography in Section 2. Sec-
tion 3 discusses the math problems that PQC algorithms rely on. Section 4
discusses QKD algorithms. The literature review of PQC and QKD integration
examples and approaches is given in Section 5. We analyse PQC and QKD sup-
port by the network equipment in Section 6. We complete with the analyses of
potential use case scenarios in Section 7 and the testbed description in Section 8.

2 Overview of PQC Algorithms

PQC develops cryptographic algorithms that are considered secure against po-
tential quantum computer threats while remaining compatible with existing dig-
ital communication protocols and infrastructure. Unlike QKD, which also resists
quantum attacks but requires specialised and costly equipment, PQC relies on
mathematically hard problems for classical and quantum computers. PQC en-
ables a gradual transition to quantum-resistant algorithms without disrupting
current systems.

2.1 Why We Need PQC

RSA, one of the earliest and widely used public-key cryptosystems, relies on the
prime factorisation problem. Its difficulty lies in finding the product of two large
prime numbers. Elliptic-curve cryptography (ECC), another approach, uses the
algebraic structure of elliptic curves over finite fields and achieves equivalent



security to RSA with smaller key sizes, making it suitable for key exchange,
digital signatures, and pseudorandom generation.

In 1994, Peter Shor introduced a quantum algorithm for factoring integers
and solving discrete logarithm problems [3]. The algorithm can break RSA and
ECC in polynomial time on a sufficiently large quantum computer. While such
computers are not yet available, advancements in quantum technology suggest
they might be implemented in 5–10 years. This has enabled ”harvest now, de-
crypt later” attacks, where encrypted network traffic is stored and decrypted
once quantum computers are available. Long-term sensitive data, such as gov-
ernment documents or financial records, is already at risk.

2.2 NIST Standardisation

To address quantum threats, NIST initiated a standardisation process in 2016 to
identify quantum-resistant cryptographic algorithms. Out of 69 initial submis-
sions, the process, involving four evaluation rounds, categorised algorithms into
”Public-Key Encryption and Key-Establishment Algorithms” and ”Digital Sig-
nature Algorithms.” Some algorithms were broken, and others merged, leading
to the selection of four algorithms in 2022: CRYSTALS-KYBER (encryption) [4]
and three digital signature schemes: CRYSTALS-DILITHIUM [5], FALCON [6],
and SPHINCS+ [7].

In August 2024, NIST published three PQC standards:

– FIPS 203: Based on CRYSTALS-KYBER for key encapsulation, relying on
the Module Learning with Errors problem [8].

– FIPS 204: Based on CRYSTALS-DILITHIUM, a digital signature scheme
also leveraging Module Learning with Errors [9].

– FIPS 205: Based on SPHINCS+, a hash-based signature scheme that com-
bines few-time (FORS) and multi-time (XMSS) signature schemes [10].

FALCON, another digital signature scheme, has been selected but not standard-
ised. Its reliance on floating-point arithmetic raises concerns regarding processor
compatibility and resistance to side-channel attacks, such as timing and energy
consumption. Additionally, the larger signature sizes of PQC schemes compared
to the classical ones may hinder crypto agility, particularly in use cases requir-
ing long signature chains that could exceed protocol limits. Code-based KEM -
HQC [11] was selected for standardisation by NIST in March 2025.

3 Math Problems Used in PQC Algorithms

This section discusses key mathematical problems that serve as the foundation
for post-quantum cryptographic algorithms, highlighting their principles and
applications.



3.1 Hash-Based Cryptography

Hash-based cryptography relies on the collision resistance of cryptographic hash
functions to provide secure digital signatures. A prominent example is the Merkle
signature scheme [12], which employs binary hash trees to sign messages securely.
In this scheme, a root hash serves as the public key, and each message signature
reveals a specific path within the tree, proving authenticity without relying on
vulnerable mathematical assumptions. The core building block of all hash-based
schemes is the concept of one-time signatures introduced by [13]. The NIST
standard SLH-DSA [10] integrates other hash-based signature schemes: Forest
of random subsets (FORS) [14], the eXtended Merkle Signature Scheme (XMSS)
[15] and Winternitz One-Time Signature Plus (WOTS+) [16]. SLH-DSA attacks
include side channel and fault attacks [17–21].

Despite its quantum resistance, hash-based cryptography faces limitations
such as large signature sizes and the need for careful tracking of used keys in
stateful schemes. However, it remains a highly secure and practical alternative,
exemplified by its adoption in the NIST SLH-DSA digital signature standard
[10].

3.2 Code-Based Cryptography

Code-based cryptography derives its security from the computational hardness
of decoding random linear codes, as demonstrated by the McEliece cryptosystem
[22]. The public key is a scrambled error-correcting code, while the private key
enables efficient decoding. Encryption involves introducing random errors that
make decryption without the private key infeasible. Classic McEliece advanced
to the final rounds but was not standardized due to key size [23]. However, a
severe attack has recently occurred on the McElice cryptosystem [24]. Despite
challenges, the simplicity and robustness of code-based cryptography make it a
valuable post-quantum candidate. Code-based KEM - HQC [11] was selected for
standardization by NIST in March 2025. It is based on Hamming Quasi-Cyclic
codes [25].

3.3 Lattice-Based Cryptography

Lattice-based cryptography leverages the structure of n-dimensional lattices, uti-
lizing problems such as the Shortest Vector Problem (SVP) and the Closest
Vector Problem (CVP). These problems, especially in their approximate forms,
are computationally hard to solve even with quantum computers. The Learning
With Errors (LWE) problem [26, 27], a variant involving noisy linear algebra,
forms the foundation for many lattice-based schemes.

The inherent hardness of these problems makes lattice-based cryptography
highly secure and versatile. For example, the NIST standards ML-KEM [8] and
ML-DSA [9] are based on the Modulus Learning with Errors problem. Lattice-
based cryptography is also favoured for its efficiency and scalability, with appli-
cations in encryption, digital signatures, and key exchanges.



The best-known attacks on LWE and its variants include lattice sieving [28,
29], enumeration [30,31], basis reduction algorithms like LLL [32] and BKZ [33]
and machine learning-based techniques like SALSA [34].

3.4 Multivariate Quadratic Cryptography

Multivariate Quadratic (MQ) cryptography is based on the difficulty of solving
systems of multivariate quadratic equations over finite fields, a problem known
to be NP-hard. MQ cryptography is particularly robust against quantum and
classical attacks due to the lack of efficient algorithms to solve these equations.

MQ cryptography is widely used for digital signatures. In these schemes, the
private key allows efficient signature generation, while the public key enables
verification by checking specific quadratic equations. However, the Rainbow [35]
signature scheme, once a prominent MQ system, was compromised in 2022 [36]
due to vulnerabilities that exposed its private keys. Despite this, MQ cryp-
tography remains an active research area, with ongoing efforts to enhance its
robustness and utility.

3.5 Isogeny-Based Cryptography

Isogeny-based cryptography leverages the complexity of finding isogenies be-
tween elliptic curves. The Supersingular Isogeny Key Encapsulation (SIKE)
scheme was a notable candidate in this field but was broken in 2022 [37] when
researchers discovered an efficient attack on SIDH.

Despite this setback, isogeny-based cryptography continues to attract interest
due to its compact key sizes and bandwidth efficiency. Alternative approaches
and modified schemes are being explored to address vulnerabilities, ensuring the
field remains a promising avenue for quantum-resistant cryptographic protocols.

4 Overview of QKD Algorithms

Quantum Key Distribution is a secure key agreement protocol that enables two
parties, commonly referred to as Alice and Bob, to generate a shared secret key
using the principles of quantum mechanics and classical communication. Un-
like traditional cryptographic methods, QKD leverages the fundamental laws of
physics to ensure that any attempt by a third party (commonly called Eve) to in-
tercept or tamper with the key can be detected. The security of QKD originates
from the no-cloning theorem and the probabilistic nature of quantum measure-
ments, which make eavesdropping inherently detectable. This unique property
provides perfect forward secrecy, making QKD resistant to future quantum-
based threats, including so-called “harvest now, decrypt later” attacks. As a
result, QKD offers a robust foundation for long-term secure communication in
the era of quantum computing.

The foundational QKD protocol, BB84 [38], was proposed as early as 1984, al-
though a formal security proof was not published until 2000 [39]. Since then, sev-
eral other notable protocols have been introduced, including B92 [40], SARG04



[41], and the Ekert protocol [42]. These protocols fall into different categories -
some are based on the prepare-and-measure paradigm, others leverage quantum
entanglement, and some exist in both forms. A crucial requirement for all QKD
implementations is an authenticated classical communication channel, without
which the system remains vulnerable to man-in-the-middle attacks. Typically,
authentication is achieved using a pre-shared key (PSK) between the two commu-
nicating parties (Alice and Bob). In this context, QKD functions as a mechanism
to amplify or extend the initial PSK, generating a long (potentially unbounded)
sequence of secure, shared key bits that are guaranteed to be free from tampering
or interception.

Several commercial QKD devices are available on the market. The most ma-
ture manufacturers in the market are Toshiba1 and IDQ2. The Toshiba devices
use efficient BB84 protocol with decoy states and phase encoding. The newest ID
Quantique devices (e.g. Clavis XG QKD System) also use BB84 protocol with
decoy states. Some models (e.g. Cerberis XGR QKD System) use the COW
(Coherent One-Way) protocol [43].

5 Overview of PQC and QKD Integration

In this chapter, we review and summarise information from the scientific liter-
ature and documented case studies on the integration of PQC and QKD. This
overview includes theoretical insights and practical experiences, highlighting cur-
rent challenges, solutions, and advancements in merging these two technologies.

In [44], the potential for integrating PQC and QKD in mobile networks is dis-
cussed. To protect communication between user equipment and the base station,
PQC is employed. QKD is integrated within the backbone of the communication
network to enhance overall security. QKD is utilised to secure communication be-
tween base stations and the 6G core. PQC is also used for authenticating devices
with a software-defined network controller. On the other hand, authors admit
that QKD equipment is expensive and requires dedicated optical lines; there-
fore, for large networks, creating QKD links between all base stations and 6G
core nodes would be very expensive. The work is theoretical and only provides
suggestions where QKD and PQC could be used but doesn’t discuss implemen-
tation and adoption details. It focuses more on different PQC algorithm types
and where each of them could be useful in the mobile network. However, some of
the claims, at the time of writing, are already outdated, as some of the suggested
algorithms are broken and others have been standardised.

In [45], a hybrid protocol Muckle is presented. It integrates various potential
key sources: QKD, PQC KEM and Classical KEM. The Muckle relies on the
existence of a pre-shared key. A HAKE framework for the security evaluation of
such hybrid protocols is also proposed. The work doesn’t cover real QKD im-

1 https://www.toshiba.eu/quantum/
2 https://www.idquantique.com/quantum-safe-security/products/
#quantum key distribution



plementations. It abstracts QKD as an array of independent, uniformly random
bits available to both parties.

Muckle++ protocol is proposed in [46]. The protocol integrates PQC and
QKD if a QKD link is available. If QKD is not available, it combines PQC
with classical cryptography. The authors claim that protocol is provably ITS
(information-theoretically secure) if QKD is used and provable quantum secure
otherwise. The paper does not contain the proofs. Muckle++ augments an earlier
presented Muckle protocol [45], by excluding the need to pre-share keys and
instead rely on quantum-resistant digital signature schemes for authentication
[46]. The authors were able to run the protocol for 20 hours using a physical
QKD link (with Toshiba QKD equipment) and FPGA (Field-Programmable
Gate Array). However, there were technical problems running it longer due to
error correction overload. The authors also used PUF (Physically Unclonable
Function) to identify devices. For PQC, the CRYSTALS-Kyber [4] was used as
KEM and Falcon [6] as digital signature schema.

Muckle+ [47] for joining PQC and QKD uses KDF (key derivation functions)
with security proofs and provides signature authentication. Muckle# is inspired
by KEM TLS. It is a modification of TLS where KEMS are used for authentica-
tion instead of digital signatures. The reason is that, currently, PQC KEMs are
shorter than PQC digital signatures.

In [2], the significance of QKD device authentication is explained. It is pro-
posed to replace pre-shared keys for authentication with PQC algorithms. The
Aigis.Sig algorithm is used here. However, the idea is still valid by replacing the
PQC algorithm. The stability of PQC authentication was tested with a pair of
QKD devices. The fibre length is 40 km, and it was running continuously for 30 h.
The PQC program keeps running normally, and the QKD systems continuously
generate keys.

In [48], PQC algorithm Aigis-Sig [49] is used for authentication in the Jinan
metropolitan QKD network (14 QKD nodes, 5 optical switching nodes). The
PQC algorithm replaced pre-shared symmetric keys used previously. The PQC
algorithm was integrated into the ARM chip of the QKD device to realise the
authentication process. The average key rate and QBER of each connection
during 36 days of network operation were analysed. There were no significant
performance issues.

According to [50], their encryptors are stated to support PQC and can be
integrated with their QKD equipment. Meanwhile, [51] reports that the backbone
of the Paris QCI network was implemented using QKD, while relays were secured
with PQC.

6 PQC and QKD Support in the Equipment

This section analyses the capabilities of the equipment to support Quantum
Key Distribution and Post-Quantum Cryptography in secure communication
systems, referencing specific examples.



6.1 PQC and QKD Support in Centauris

Centauris encryptors secure data links between remote sites using symmetric key
cryptography with AES-256, which is currently considered quantum-safe when
appropriate key lengths are used. For enhanced long-term security, AES-512 may
be preferred, but Centauris encryptors do not yet support it.

The encryptors integrate with QKD systems, such as Clavis XG, to regularly
update symmetric keys (e.g., every minute). Clavis XG can generate four new
keys per second, ensuring frequent updates and quantum-safe keys. If the QKD
system becomes unavailable, the last obtained key is reused, and a warning is
issued via a light on the device. To extend the secure usage of symmetric keys,
AES key modification techniques are employed [52].

Device authentication and management of Centauris encryptors are handled
via the CM7 software tool. CM7 authenticates devices using digital signatures,
allowing the selection of predefined certificates from a list that includes NIST
PQC standards, such as CRYSTALS-DILITHIUM and SPHINCS+. However,
compatibility between certificate types, CM7 versions, and encryptor releases
varies.

Alternative encryptors, such as the Thales High-Speed Encryptor, offer simi-
lar functionality, integrating with QKD devices that conform to the ETSI eQKD
v14.01 standard. Thales also includes a PQC Starter Kit that supports built-in
PQC algorithms [52].

6.2 PQC and QKD Support in Juniper

Juniper devices do not directly support QKD and/or PQC but can integrate
pre-shared keys, namely post-quantum pre-shared keys, into IPSec IKEv2 en-
cryption. These keys may then be periodically replaced via calls to the key
management system (KMS). The KMS, on the other hand, may use a QKD
network or external PQC systems to acquire and distribute symmetric keys.

An experiment conducted by Juniper Networks, ID Quantique, and Deutsche
Telekom tested ETSI’s REST API in a multivendor environment. Two Juniper
SRX380 firewalls connected via a classical 10GbE link were secured using MAC-
sec (AES-256). The QKD devices used were ID Quantique’s Cerberis XG sys-
tems, connected via standard single-mode fibre optic links and an IDQ eaves-
dropping simulator. The experiment confirmed that the API is ready for produc-
tized environments, though further enhancements to standards are required [53].

Juniper devices running JUNOS 22.4R1 support quantum-safe IPsec using
IETF RFC 8784 and the ETSI QKD014 [54] REST API. This implementation
merges classical and quantum-safe key material (e.g., from QKD or PQC) to
create quantum-resistant IPsec tunnels. Despite these developments, Juniper
is cautious about PQC’s long-term security and instead focuses on Distributed
Symmetric Key Establishment (DSKE) to achieve quantum-safe communications
[53,55].



6.3 PQC and QKD Support in Cisco

Cisco devices support secure connections through IPsec protocols such as SKIP
(1995), IKEv1, and IKEv2. SKIP (1995) is an early protocol designed for state-
less key distribution but is now largely obsolete. However, the SKIP (2024) draft
integrates QKD systems to generate symmetric encryption keys dynamically. In
this workflow, QKD devices generate Key IDs and keys, share these with routers,
and enable secure key distribution for IPsec communications. SKIP (2024) aligns
with ETSI GS QKD 014 but includes additional features such as an optional en-
tropy source endpoint [56,57].

IKEv2 is widely adopted for its efficiency and improved security. However,
IKEv2 systems relying on Elliptic Curve Diffie-Hellman (ECDH) are vulnerable
to quantum attacks if sufficiently powerful quantum computers become available.
These vulnerabilities can be mitigated by integrating post-quantum preshared
keys (PPKs) obtained through QKD or PQC mechanisms. For example, IKEv2
Key Derivation with PPK, described in [58], requires at least 256 bits of entropy
for PPKs to ensure 128 bits of post-quantum security and protection against
dictionary attacks. Though the current approach supports only static PPKs,
extensions to dynamic PPKs are possible [59].

Cisco devices also support MACsec (IEEE 802.1AE), a Layer 2 protocol
that secures traffic on a frame-by-frame basis defending against attacks such as
replay and MAC address spoofing. However, MACsec relies on symmetric pre-
shared keys (PSKs), which are not quantum-resistant. Using QKD-generated
keys or PQC mechanisms for PSKs could significantly enhance MACsec’s quan-
tum safety. Additionally, EAP-TLS can establish mutual authentication using
certificates, though it does not provide quantum resistance [60,61].

In summary, Cisco’s IPsec and MACsec implementations are being enhanced
to integrate QKD and PQC capabilities, aligning with emerging quantum-safe
standards [56,57,62].

7 Use Cases Integrating PQC and QKD

We discuss use cases that integrate QKD and PQC technologies to enhance
security.

7.1 Connecting Two LANs Using Bump-in-the-Wire Encryptors

This use case connects two local area networks (A and B) using a QKD link and
an encrypted classical communication channel. While traffic within the local
area networks remains unencrypted, encryptors secure the communication be-
tween the networks using symmetric cryptography keys derived from the QKD
system. Centauris encryptors (discussed in Section 6.1) are employed for this
purpose, with authentication currently performed using ECC, but it is planned
to transition to SPHINCS+. The communication scheme is shown in Fig. 1.



Fig. 1. Schema of the use case QKD as a Service without local area network encryption.

Cisco routers could also replace Centauris encryptors in this use case by em-
ploying MACsec for traffic encryption and SKIP to inject QKD keys. Authen-
tication between QKD devices is performed using pre-shared keys and digital
certificates. Combining PQC (e.g., SPHINCS+) with a classical algorithm (e.g.,
ECDH) in certificates provides multi-layer security, ensuring protection even if
one algorithm is compromised.

7.2 Integration of QKD into TLS-Based Communication

This modification extends the previous use case by encrypting traffic within the
local area networks. In addition to QKD-generated keys used by encryptors and
post-quantum cryptography mechanisms for authentication, network users must
also ensure mutual identity verification and secure their communications through
encryption.

To facilitate this, a Key Management Server (KMS) with shared entropy is
introduced. The server acts as a Relying Party (RP), authenticating users via
client-server authentication in a TLS v1.3 flow. Certificates signed with PQC
algorithms (e.g., SPHINCS+) are negotiated alongside post-quantum KEMs,
as explained in [63]. Implementation can utilize repositories like Bouncy Castle
[64–66].

The KMS also serves as a key provider, managing QKD-derived and QRNG-
generated keys. Symmetric keys are distributed to users who wish to communi-
cate. The scheme is shown in Fig. 2, with PQC-based authentication indicated
in orange and KMS-provided keys in green.

7.3 QKD as a Service for External Partners

This use case involves QKD links connecting two local area networks, with exter-
nal users accessing the networks via VPN servers at the perimeter. The schema



Fig. 2. Schema of the use case QKD as a Service with local area network encryption.

within the networks mirrors the one described in Section 7.2, as shown in Fig.
3.

A critical vulnerability in this scenario is the VPN link between a client
and the VPN server. Post-quantum VPNs can mitigate this risk. Microsoft’s
post-quantum OpenVPN fork [67, 68] integrates PQC and is part of the Open
Quantum Safe project’s OpenVPN subproject [69]. Other VPNs, such as Mullvad
(using Kyber and Classic McEliece) and ExpressVPN (evaluated by Cure53),
also offer PQC support [70,71].

PAN-OS 11.2 Quasar enables quantum-safe hybrid keys for IKEv2 VPNs,
implementing RFC 8784 and RFC 9370 [72,73]. Despite being experimental, the
Open Quantum Safe OpenVPN subproject appears to be the most promising
candidate for the implementation.

7.4 QKD-Protected Messenger

In this use case, two clients with direct access to a QKD link securely exchange
text messages. Keys from the QKD link encrypt messages using OTP as the en-
cryption algorithm. Authentication is essential in the use case. A hybrid signa-
ture scheme that combines classical signatures (e.g., ECC) with PQC signatures
(ML-DSA or SLH-DSA) is preferred.

This use case leverages the QKD link’s direct access for secure communication
while ensuring robust authentication through hybrid cryptographic methods.

8 Site-to-Site Quantum-Safe Interconnect Testbed

Our experimental two LAN quantum-safe interconnect testbed integrated QKD
devices with post-quantum cryptography. It utilized ID Quantique’s QKD hard-
ware – specifically the Clavis and Cerberis models – which implement the BB84



Fig. 3. Schema of the use case QKD as a Service for external partners.

protocol and the COW protocol respectively. The testbed was tested with Cisco
NCS 540 routers, Juniper SRX1500 firewalls, and IDQ Centauris bump-in-the-
wire encryptors. For brevity, we later briefly detail the deployment with Juniper
devices as encryptors.

Both QKD devices rely on a small pre-shared secret for initial mutual authen-
tication; this PSK is used to authenticate their classical communications (e.g.
error-correction data) and thus securely bootstrap the quantum key exchange.

The two QKD nodes were interconnected by a dedicated quantum channel (a
dark fibre carrying single-photon signals) and a parallel classical service channel.
The service channel operated as a 2.5 Gbps bidirectional optical link on standard
telecom wavelengths in the C-band (compliant with ITU-T G.694.1 DWDM
grid), and was used for synchronization, basis reconciliation, error correction
and other auxiliary communications.

To utilize the keys generated by these QKD links, a Key Management Sys-
tem (KMS) layer is necessary, abstracting away vendor-specific details and en-
abling integration with standard network encryptors. Essentially, the KMS in-
gests raw keys from the QKD devices (via the devices’ proprietary interfaces) and
presents them to the network layer through well-defined, interoperable APIs. In
our testbed, KMS service is integrated into QKD devices. It provides support for
the following two APIs that allow encryptors (referred to as Secure Application
Entities, SAE-s) to request QKD keys from Alice and Bob endpoints:

– the ETSI GS QKD 014 API [54], used by the majority of QKD-capable
devices; it is a REST-based API, which has a standard since 2019;

– the Cisco SKIP v00 [74], used only by Cisco routers with recent firmware
update. The SKIP protocol is currently in draft status. Our IDQ and Cisco



devices support the draft version 00 (as of August 2024); however, the draft
version 01 was proposed in March 2025.

For the ETSI interface, mutual TLS was used, requiring each encryptor
(client) and the KMS (server) to authenticate with X.509 certificates. In the case
of Cisco encryptors that use the SKIP API, the PSK mode was used (where both
sides share a pre-established key for authentication). Although the SKIP proto-
col draft supports certificate-based authentication, it is not yet implemented by
the latest Cisco firmware available at the moment.

ETSI and SKIP authentication relies on TLSv1.2 or TLSv1.3, which does
not support PQC out-of-the-box. PQC can be added to TLSv1.3 if appropriate
codepoints are used, which have not been standardized yet. However, since ETSI
and SKIP are used only between a QKD device and an encryptor, which are
usually located in the same room, PQC algorithms are generally unnecessary.
Still, if an update to TLSv1.3 (or a subsequent version of TLS) will introduce
PQC capabilities, that should also be reflected in both ETSI and SKIP protocols.

Juniper SRX1500 firewall devices were chosen for their support of quantum-
safe key integration support (the SRX can utilize external keys via the RFC 8784
mechanism). The IPsec tunnels were set with short-lived keys so that new keys
would be frequently requested from the KMS. Instead of a continuously run-
ning QKD link during testing, a simulated QKD key server nicknamed “SNEK”
(Single-node ETSI KMS) was also deployed for observability. SNEK emulated
the behaviour of real QKDs to test the encryptors’ compliance with the ETSI
GS QKD 014 protocol and to observe request/response patterns over time. The
experiments showed that the encryptors successfully retrieved keys in sync, ap-
plied them to the IPsec SAs (Security Associations), and maintained encrypted
traffic flow without packet loss or downtime.

Cisco devices, in their turn, rely on the proprietary MACSec protocol, while
Centauris devices use a proprietary TLS-like protocol. Interestingly, Centauris
devices can use PQC algorithms for mutual authentication. However, they have
to rely on algorithm identifiers and key encodings that are subject to change
since not all PQC algorithms have these standards yet.

9 Conclusions

We analysed the state-of-the-art advancements in Post-Quantum Cryptography.
Currently, three algorithms have been standardised by NIST: one key encap-
sulation mechanism (KEM) and two digital signature schemes. The KEM and
one of the signature schemes are based on lattice-based cryptography using the
Learning With Errors problem, while the second signature scheme relies on hash-
based cryptography. Despite the standardisation of these two signature schemes,
an ongoing competition seeks to identify additional signature schemes, primarily
due to concerns regarding the large signature sizes of the currently standardised
schemes. Additionally, some vendors remain hesitant to integrate post-quantum
standards into their network solutions, citing insufficient real-world testing and
the lack of long-term validation.



In this context, we also investigated the extent to which PQC and QKD
are supported by the network equipment we use. Our findings indicate that not
all devices natively support PQC or QKD keys. Nevertheless, in most cases,
workarounds can be implemented to enable the integration of QKD keys and
PQC algorithms with the equipment.

We reviewed scientific literature addressing the integration of PQC and QKD.
While several papers discuss experimental implementations of PQC and QKD
integration, no widely accepted or standardised approach currently exists for
achieving such integration. This highlights the need for further research and
development in this domain.

Based on our experience and the literature review, we discussed four use
cases. The use cases explicitly define the utilisation of QKD links. Consequently,
we focused on identifying where PQC could provide additional value within these
scenarios. Three primary areas for the application of PQC were identified:

1. Device Authentication: QKD does not inherently provide authentication.
Pre-shared keys are typically used for QKD authentication, but this approach
can become problematic in larger networks due to scalability issues. PQC
offers a robust solution for device authentication in such scenarios.

2. Quantum-Safe Communication for Remote Users: PQC can enable
secure communication for users who do not have direct access to the local
area network. This is typically achieved through PQC-based VPNs, which
replace classical VPNs to ensure quantum-safe communication. While several
PQC-based VPN solutions are currently available, many remain experimen-
tal.

3. Quantum-Safe IPSec Communication: Integrating PQC libraries into
IPSec implementations enables quantum-safe communication between users.
We identified libraries that provide both PQC support and compatibility
with IPSec, making them well-suited for adaptation in the targeted use cases.

We have developed a testbed currently supporting some of the proposed use
cases. We plan to extend the testbed to support all discussed use cases. Given
that many of these solutions incorporate experimental components, modifica-
tions or adaptations are likely necessary to implement the planned approaches
effectively.
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